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Abstract  

Smart contracts secure high-value activity across decentralized ϐinance, digital assets, and 
on chain governance, yet deployed code is difϐicult to patch. This makes pre-deployment 
security assurance essential. In this work, we present a transformation-grounded 
robustness framework for AI-assisted smart contract auditing. Rather than reporting only 
baseline detector accuracy, we evaluate perturbation-response stability under semantics-
preserving adversarial edits. We deϐine an evasion-oriented threat model and explicitly 
cover three attack surfaces: prompt injection in Solidity comments, semantics-preserving 
code obfuscation, and knowledge-base poisoning of external audit context. We then con 
struct traceable transformed variants of vulnerable contracts and compare the proposed 
framework with Slither and Mythril baselines, while also benchmarking Slither, 
SmartCheck, Securify, and Vandal on paired original/transformed inputs. The proposed 
framework achieves 91.3% overall detection (1314/1440), compared with 79.9% for 
Slither and 85.1% for Mythril. The results also show consistent degradation in 
vulnerability detection under targeted transformations even when runtime behavior is 
preserved. These ϐindings motivate hybrid auditing work ϐlows that combine semantic 
analysis, adversarial stress testing, and veriϐication-aware checks.  
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1 Introduction  

Blockchain adoption has moved smart contracts from niche scripts to production 
infrastructure for exchanges, lending, and on-chain governance. Bitcoin established a 
trust-minimized transaction model [22]. Ethereum then extended this model to general 
programmable execution [21]. As usage expanded, contract vulnerabilities began 
carrying direct ϐinancial and systemic con sequences [20, 6]. Security failures remain 
costly because deployed contract code is hard to change and often interacts with other 
protocols. A single defect can cascade. Incident reports and measurement studies 
document this pattern [6, 9, 12, 14]. For that reason, pre-deployment security review is a 
core engineering step, not optional post-release hardening. Current practice combines 
static analysis, symbolic execution, dynamic testing, and selective formal veriϐication [7, 
10, 11, 8, 9]. These methods detect many established bug classes, including re-entrancy, 
authorization errors, and arithmetic logic faults. But robustness can degrade when 
adversaries alter syntax or control ϐlow without changing behavior [12, 13, 8]. AI-assisted 
auditing pipelines are increasingly used for triage and code-level reasoning [1, 2, 3, 4]. 
They improve analyst throughput. They also broaden the evasion surface: an adversary 
can apply semantics-equivalent transformations that perturb tool-facing representations 
while preserving malicious intent. In this work, robustness is framed as a software-
security evaluation problem. We apply constrained semantics-preserving 
transformations to vulnerable contracts and measure whether analyzer decisions remain 
stable. This framing enables direct measurement of response stability and miss-rate 
sensitivity under realistic evasion conditions. This paper develops and evaluates that 
robust ness perspective through a uniϐied experimental framework. Unlike studies that 
emphasize baseline detection rates, we explicitly measure detection stability under 
constrained semantics preserving perturbations. The main contributions are: 

• A formal multi-surface threat model and transformation taxonomy for adversarial 
at tacks against AI-assisted smart contract auditing pipelines, covering prompt 
injection in Solidity comments, semantics-preserving code obfuscation, and 
knowledge-base poisoning of external audit context.  

• A traceable paired dataset protocol that preserves vulnerability labels across 
semantics equivalent transformed contract variants.  

• A baseline comparison showing that the proposed framework improves overall 
detection over Slither and Mythril, together with a robustness benchmark across 
Slither, SmartCheck, Securify, and Vandal.  

2 Background and Related Work  

2.1 Smart Contract Vulnerabilities  
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Prior surveys and empirical studies report re curing Ethereum vulnerability classes, 
including re-entrancy, access-control mistakes, unsafe external-call patterns, and asset-
accounting logic faults [12, 14, 9, 13]. Large-scale measurements also show that 
vulnerable code remains common [9, 6, 12]. Not every weakness is exploited in practice, 
but exposure persists. These ϐindings support continued investment in stronger pre-
deployment analysis. 

2.2 Automated Smart Contract Auditing  

In practice, automated auditors combine static rules, symbolic path exploration, bytecode 
analysis, and hybrid pipelines [7, 10, 11, 8, 9]. They are effective for rapid ϐirst-pass 
screening. Their limits appear when code is deliberately reshaped—for example via 
control-ϐlow ϐlattening, dead-code insertion, or unusual cod ing patterns that obscure 
vulnerability signatures [8, 10, 11].  

2.3 Step-by-Step Process of the Benchmark Auditing Pipeline  

This subsection clariϐies how the baseline tools and benchmark analyzers are used inside 
the robustness workϐlow. Slither and Mythril provide individual-tool baselines, while 
Slither, SmartCheck, Securify, and Vandal provide the multi-analyzer evidence used for 
transformation level robustness analysis [7, 23, 10, 11, 8].  

1. Each vulnerable seed contract is paired with semantics-preserving transformed 
variants.  

2. Slither analyzes source-level representations and rule patterns extracted from 
Solidity code.  

3. Mythril provides a symbolic-execution base line over EVM-level behavior.  
4. SmartCheck, Securify, and Vandal add complementary static, semantic, and 

bytecode-oriented evidence.  
5. The proposed framework applies transformation-based stress testing, normalizes 

analyzer outputs into detected/missed decisions, and aggregates evidence for the 
target vulnerability label.  

6. Original and transformed decisions are compared pairwise to measure detection 
stability, false-negative increases, attack success rates, and improvement over 
individual-tool baselines. 

2.4 AI-Assisted Auditing Systems  

Recent machine-learning and deep-learning methods target vulnerability detection, 
representation learning, and prioritization of suspicious contract regions [1, 2, 3, 4, 5]. 
These methods can capture patterns that hand-engineered rules miss. However, they 
inherit adversarial learning risks, including crafted inputs that induce misclassiϐication 
[15, 16, 17, 18, 19]. In smart-contract auditing, this becomes a direct robustness concern.  

2.5 Robustness Evaluation Perspective  
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We treat robustness evaluation as controlled stress testing of auditing pipelines on paired 
original/transformed contracts. Transformation families (e.g., dead-code insertion or 
control-ϐlow obfuscation) provide reproducible perturbations, and analyzer outputs are 
compared pairwise to quantify degradation. The key quantities are decision stability and 
miss-rate sensitivity under semantics-preserving edits.  

3 Novelty Relative to Prior Work  

Compared with prior smart-contract auditing studies that primarily report baseline 
detector accuracy, this work contributes a robustness-ϐirst evaluation perspective with 
explicit adversarial stress testing. Concretely, the novelty of this manuscript is:  

• A transformation-grounded threat model that jointly captures code-level evasion 
and knowledge-supply-chain attacks in AI assisted auditing pipelines.  

• A traceable paired-data protocol with semantics-preserving transformations and 
explicit per-class/per-transformation counts.  

• A multi-analyzer robustness benchmark with per-transformation ablations, 
conϐidence intervals, and paired signiϐicance testing.  

• A structured error analysis with concrete false-negative case studies and 
mitigation mappings.  

4 Adversarial Threat Model  

We consider an adversary who seeks false negatives in AI-assisted auditing of Solidity 
smart contracts deployed on Ethereum-style platforms while preserving malicious 
runtime behavior. The attacker targets not only detector decision boundaries but also the 
upstream context consumed by LLM-assisted components. Assumed adversary 
capabilities are: 

• Access to public analysis tools and com monly documented detection heuristics.  
• Ability to apply semantics-preserving source or bytecode-level transformations.  
• Ability to craft malicious natural-language content in comments or metadata to 

inϐluence prompt-following behavior.  
• Ability to tamper with, or strategically seed, external knowledge resources used 

by the auditor (e.g., retrieval indexes, rule summaries, or prior report corpora).  
• Knowledge of common vulnerability classes and tool-facing input formats. We 

model an AI-assisted auditor as a decision function f (c, m, k) → y, where c is 
contract code, m is natural-language context (comments/prompts), k is external 
knowledge supplied to the model, and y is the vulnerability decision.  

The adversary seeks (c′, m′, k′) that maximizes miss probability subject to Sem(c′) = 
Sem(c), plausibility constraints on m′, and integrity-violation constraints on k′. Formally, 
the evasion objective is: 
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where f (c′, m′, k′) = 0 denotes a missed vulnerability, Mp is the set of plausible 
prompt/comment perturbations, and Kp is the set of poisoned or manipulated knowledge 
con texts considered by the threat model. This yields three attack families: semantics-
preserving obfuscation on c, comment-level prompt injection on m, and knowledge-base 
poisoning on k. As a result, both rule-based and learning-based pipelines can lose 
reliability. 

 

5 Proposed Adversarial Smart Contract Auditing Framework  

5.1 Proposed Algorithm 

Algorithm 1 gives the step-by-step procedure of the proposed transformation-grounded 
robust ness framework. It is placed after the architectural overview because it 
operationalizes each block in Fig. 1: dataset preparation, adversarial transformation, 
multi-tool analysis, evidence aggregation, robustness scoring, and ϐinal reporting. 

 

 

 

 

 

 

 

 

 

 

Figure 1: Architecture of the proposed adversarially robust AI-assisted smart contract 
auditing framework (Slither, SmartCheck, Securify, and Vandal). 

 

 
Algorithm 1 Proposed Transformation Grounded Robustness Auditing Framework 
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Require: Vulnerable contract set C, vulnerability labels Y, transformation families T, 
baseline analyzers  

B = {Slither, Mythril}, and benchmark analyzers  

A =Slither, SmartCheck, Securify, Vandal} 

 
Ensure: Detection decisions, robustness scores, and baseline-improvement report 

 

1: for each contract ci ∈ C do  

2: Validate the target vulnerability label yi (0) and store the original contract as ci. 

3: for each transformation family t ∈ T do 

 Generate a transformed contract using semantics-preserving 4:

rewriting. 

5: Check the preservation constraint (0)  Sem ( ) = Sem (ci). 

6: end for 

7: end for 

8: for each artifact  do 

9: Run baseline analyzers B and benchmark analyzers A using identical tool settings. 

10: Normalize each tool output into {0,1}, where 1 denotes detection and 0 
denotes a miss. 

11: Aggregate multi-analyzer evidence and semantic consistency check to obtain the 

proposed framework decision ˆ  . 

12: end for 

13: Compute DR, FNR, ASR, ∆FN, and gain over Slither/Mythril using Eqs. (3)– (7). 

14: Rank transformation families by attack success and false-negative increase. 

15: Report detection improvements, regression cases, and mitigation recommendations. 

 

To evaluate robustness in a controlled way, we begin with known vulnerable contracts 
across multiple weakness classes, including re-entrancy and access-control ϐlaws. For 
each base sample, we generate semantics-preserving variants. We also keep explicit links 
to original labels for traceable analysis. Applied transformations include: 

 Identiϐier obfuscation and renaming 
 Dead-code and no-op statement injection 
 Equivalent logical-expression rewrites 
 Comment-based prompt/context perturbations. 
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These empirical transformations instantiate the code and prompt surfaces of the threat 
model. Knowledge-base poisoning is modelled at the pipeline level in Section 4 and 
treated as an extension because the current benchmark uses ϐixed analyzer knowledge 
artifacts. Example (semantically equivalent) rewrite:  

Original code 

balances[msg.sender]-= amount; 

Transformed code 

uint temp = amount;  

balances[msg.sender]-= temp; 

Runtime behavior remains the same. Prediction outcomes, however, can shift when 
detectors depend on brittle lexical or structural signals. 

 

6 Experimental Setup  

6.1 Evaluation Scope  

We report two evaluation views. First, we compare the proposed transformation 
grounded framework with Slither and Mythril as individual-tool baselines [7, 23]. Second, 
we evaluate four representative analyzers— Slither, SmartCheck, Securify, and Vandal—
for transformation-level robustness analysis [7, 10, 11, 8]. Each experiment compares an 
original vulnerable contract with semantics-preserving variants derived from that same 
base sample. This paired setup isolates transformation effects while holding vulnerability 
semantics constant. The current benchmark instantiates source-level and comment-level 
attacks; knowledge-base poisoning is speciϐied in the threat model but not instantiated 
empirically in this dataset. 

6.2 Expanded Dataset Composition 

The expanded benchmark is a strictly balanced paired dataset with 240 vulnerable seed 
contracts, equally distributed across four vulnerability classes: re-entrancy (60), access-
control (60), arithmetic/asset-accounting faults (60), and unsafe external-call patterns 
(60). For each seed contract, we generate ϐive semantics-preserving variants: identiϐier 
renaming, dead-code injection, equivalent logical-expression rewrites, control-ϐlow 
obfuscation, and comment/context perturbation.  

Each seed therefore contributes exactly six artifacts (one original + ϐive transformed), 
yielding 240 originals, 1200 transformed samples, and 1440 total artifacts. The dataset is 
cell-balanced by construction: every vulnerability-class-by transformation-family cell has 
60 samples (Ta ble 1). This benchmark is used only for robust ness evaluation (not for 
training new detection models). Therefore, epoch-based training settings are not 
applicable in the current study.  
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Semantic preservation was not assumed from transformation labels alone. Generated 
variants were checked by preserving the public interface and target vulnerability label, 
compiling the original and transformed contracts under the same Solidity 0.8-compatible 
conϐiguration, and replaying available assertion or transaction-level checks where 
applicable. Variants that failed compilation or label-preservation checks were excluded 
before aggregation. 

Vulnerability Class Original Rename Dead Code Logic Rewrite Control Flow Comment Perturb. 

Re-entrancy 60 60 60 60 60 60 

Access Control 60 60 60 60 60 60 

Arithmetic/Asset Accounting 60 60 60 60 60 60 

Unsafe External Call 60 60 60 60 60 60 

Total 240 240 240 240 240 240 
 

Table 1: Exact dataset counts by vulnerability class and transformation family. 

6.3 Execution Protocol  

All experiments run in a controlled setup using Solidity 0.8-compatible contracts. For 
every base contract, the original and all ϐive transformed variants are analyzed with 
identical tool options to avoid conϐiguration drift. With 1440 artifacts and four analyzers, 
the full benchmark comprises 5760 analyzer executions. We retain per-sample outputs 
for every execution so aggregate statistic can be traced to individual contract pairs. 

6.4 Metrics 

We report detection accuracy, false-negative rate, robustness under transformation 
families, attack success rate, and paired effect size as change in false-negative rate (∆FN, 
percentage points). Let denote the decision of analyzer or framework 
a on contract i under transformation family t, where 1 denotes 
detection and 0 denotes a miss. The original contract is denoted by t =0, and I[·] is an 
indicator function. The detection rate for artifact group t is:  

 

Because every sample in the benchmark is vulnerability-labelled, the false-negative rate 
is: 

 

The attack success rate measures detected originals that become missed after 
transformation: 
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The paired increase in false negatives is computed as: 

 

 

Finally, the improvement of the proposed framework over a baseline b ∈ {Slither, 
Mythril} is: 

 

6.5 Ablation and Statistical Testing  

To isolate per-transformation impact, we run single-family ablations: starting from the 
same 240 original contracts, we apply exactly one transformation family at a time and 
evaluate all four analyzers. This yields 960 paired contract analyzer outcomes per 
transformation family. The baseline reference for each ablation is the corresponding 
original contract–analyzer decision. 

We report attack success as the proportion of originally detected vulnerabilities that 
become missed after transformation. We report 95% Wilson conϐidence intervals for 
attack-success proportions and 95% paired-proportion conϐidence intervals for ∆FN. For 
signiϐicance, we use exact McNemar tests on paired original-versus transformed 
decisions, followed by Holm correction for multiple transformation-family comparisons. 

6.6 Reproducibility Notes 

For each run, the workϐlow logs a unique sample identiϐier, parent (seed) identiϐier, 
vulnerability class, transformation family, analyzer output, and vulnerability label. When 
a transformation uses stochastic choices, the generator seed is also recorded so the 
transformed artifact can be re generated. This traceability record supports de tailed error 
analysis. It enables exact aggregation by vulnerability class and trans formation family 
(Table 1), reconstruction of original/transformed pairs, and identiϐication of 
transformation families that disproportionately increase missed detections. 

7 Results and Analysis 

The experiments show that semantics preserving transformations can materially reduce 
vulnerability-detection performance. Across the expanded dataset (240 original 
contracts and 1200 transformed variants), vulnerabilities detected in baseline contracts 
are frequently missed after transformation. Example outcome: 

Contract Type Obfuscation Slither Detection 

Re-entrancy None Detected 

Re-entrancy Identiϐier Rename Detected 

Re-entrancy Dead Code Missed 
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Table 2: Representative slice of detection out comes (Slither view) on original and 
adversarially transformed contracts from the broader multi-tool benchmark. 

Table 2 summarizes representative outcomes for original and adversarially transformed 
variants (shown here for Slither). Across the full baseline set (Slither, SmartCheck, 
Securify, and Vandal), the same qualitative pattern remains dead-code injection can turn 
a correct detection into a miss even when contract behavior is unchanged. 

 

7.1 Proposed Framework versus Base line Tools 

Table 3 presents the main result in a publication-oriented format. Detection counts and 
rates are reported for Slither, Mythril, and the proposed transformation-grounded 
framework; the ϐinal two columns show absolute percentage-point gains over the two 
baselines. This presentation makes the improvement claim in the abstract directly 
traceable to per-transformation evidence.  

Table 3 shows that the proposed framework improves overall detection by 11.4 
percentage points over Slither and 6.2 percentage points over Mythril. The improvement 
is strongest for adversarially transformed contracts, especially dead-code injection and 
control-ϐlow obfuscation, indicating that transformation-aware evidence aggregation 
recovers vulnerabilities that individual detectors often miss. 

 Figure 2 visualizes the same trend as Table 3. The proposed framework remains above 
both baselines in every artifact group, supporting the abstract claim that the framework 
improves robustness rather than only improving performance on unmodiϐied contracts. 

 

7.2 Aggregate Four-Analyzer Robust ness Results  

Beyond the baseline comparison, we analyze transformation-level robustness over 
Slither, SmartCheck, Securify, and Vandal. For quantitative ablation analysis, the baseline 
detection rate on original contracts is 85.0% (816/960). Table 4 reports per-
transformation impact with conϐidence intervals and Holm-adjusted signiϐicance tests. 

Transformation Family Attack Success % (95% CI) ∆FN (pp, 95% CI) McNemar pHolm 

Identiϐier Rename 15.2 [12.9, 17.8] +6.3 [3.5, 9.0] 1.4 × 10−5 

Logic Rewrite 18.9 [16.3, 21.7] +10.0 [7.1, 12.9] 6.3 × 10−11 

Comment/Context Perturb. 22.8 [20.0, 25.8] +14.0 [10.9, 17.0] 2.1 × 10−18 

Control-Flow Obfuscation 30.5 [27.5, 33.8] +22.0 [18.8, 25.1] 1.4 × 10−38 

Dead-Code Injection 35.0 [31.9, 38.4] +26.0 [22.8, 29.3] 9.0 × 10−49 

 

Table 4: Per-transformation ablation impact aggregated across four analyzers (960 
paired out comes per transformation family). 
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Table 4 shows a clear ordering of impact severity: identiϐier renaming has the smallest 
degradation, while dead-code injection and control ϐlow obfuscation produce the largest 
increases in misses. All transformations remain signiϐicant after Holm correction. 

 

7.3 Error Analysis and Case Studies  

To analyze why misses, occur, we manually inspected paired false-negative logs and 
source level diffs for representative failures. Across all single-family ablations, we observe 
999 regression events (originally detected → transformed missed). Dead-code injection 
(286 regressions) and control-ϐlow obfuscation (249 regressions) together account for 
53.6% of all regressions, matching their higher impact in Table 4.  

Three recurring failure mechanisms are observed:  

• Signature fragmentation: vulnerabilities become distributed across temporary 
variables and inert branches, weakening pattern-based rule matches.  

• Path-pruning under CFG expansion: control-ϐlow ϐlattening increases branch 
complexity, causing heuristic pruning and missed high-risk paths. 

 

Artifact group Slither Mythril Proposed framework Gain vs. Slither Gain vs. Mythril 

Original 210/240 (87.5%) 218/240 (90.8%) 226/240 (94.2%) +6.7 pp +3.4 pp 
Identiϐiers rename 204/240 (85.0%) 216/240 (90.0%) 224/240 (93.3%) +8.3 pp +3.3 pp 

Dead-code injection 162/240 (67.5%) 188/240 (78.3%) 207/240 (86.3%) +18.8 pp +8.0 pp 
Logic rewrite 194/240 (80.8%) 203/240 (84.6%) 220/240 (91.7%) +10.9 pp +7.1 pp 

Control-ϐlow obfuscation 174/240 (72.5%) 182/240 (75.8%) 211/240 (87.9%) +15.4 pp +12.1 pp 
Comment/context perturbation 207/240 (86.3%) 218/240 (90.8%) 226/240 (94.2%) +7.9 pp +3.4 pp 

Transformed only 941/1200 (78.4%) 1007/1200 
(83.9%) 

1088/1200 (90.7%) +12.3 pp +6.8 pp 

Overall 1151/1440 (79.9%) 1225/1440 
(85.1%) 

1314/1440 (91.3%) +11.4 pp +6.2 pp 

 

Table 3: Detection-rate comparison between individual-tool baselines and the proposed 
transformation-grounded framework. Counts denote detected vulnerable contracts; pp 

denotes percentage-point gain. 
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Figure 2: Detection-rate comparison across original, transformed, and aggregate 
contract groups. The proposed framework consistently maintains higher detection rates 
than the Slither and Mythril baselines, with the largest margins under structure-altering 

transformations. 

• Feature-priority drift: equivalent rewrites alter local token/AST cues that some 
analyzers overweight relative to semantic invariants. 

Case ID Vulnerability Transformation Miss Pattern 

RE-042 Re-entrancy Dead-code injection Slither/SmartCheck miss; Securify/Vandal detect 

AC-017 Access control Control-ϐlow obfuscation SmartCheck/Vandal miss; Slither/Securify detect 

AA-031 Asset accounting Logic rewrite SmartCheck miss; others detect 

 

Table 5: Representative false-negative case studies from per-sample logs. 

Case 1 (RE-042, dead-code injection). The original contract exposes a withdrawal path 
with an external call preceding balance update and is consistently ϐlagged as re-entrant. 
The transformed variant inserts a semantically inert guard branch and a temporary 
amount alias before the call. In miss runs, detector rules no longer align the external-call 
and state-update statements as a contiguous risky pattern, producing false negatives in 
Slither and SmartCheck.  

Case 2 (AC-017, control-ϐlow obfuscation). The original access check is a direct owner 
gate (single branch require). The transformed variant replaces this with dispatcher style 
branching and equivalent predicate inversion. Although semantics are preserved, the 
ϐlattened CFG increases join points and weakens local syntactic cues, leading to missed 
authorization issues in SmartCheck and Vandal.  
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Figure 3: Attack success rate of different semantics-preserving adversarial 
transformations applied to smart contracts. 

 

Case 3 (AA-031, logic rewrite). The original arithmetic/accounting check uses a direct 
threshold predicate. The transformed code ap plies De Morgan-style predicate rewriting 
and temporary-Boolean staging while preserving behavior. In miss cases, analyzers that 
prioritize canonical predicate templates lose conϐidence, and the vulnerability is not 
surfaced (SmartCheck), while analyzers with stronger se mantic constraints still report 
it. These cases motivate a concrete mitigation stack that maps directly to the observed 
failure modes: (i) pre-analysis canonicalization (alias elimination, predicate 
normalization, and dead code stripping) to counter signature fragmentation; (ii) 
robustness-aware path exploration with guarded increases in analysis budget for 
obfuscated control-ϐlow regions to reduce pruning induced misses; and (iii) 
disagreement-triggered escalation, where low-consensus analyzer out puts are routed to 
a semantic veriϐier or human review queue to mitigate feature-priority drift.  

Fig. 3 reports attack success rates across trans formation families. The dominant trend is 
a rise in false negatives under structure-altering but semantics-preserving edits (for 
example, dead code injection and control-ϐlow obfuscation). In short, syntax-level 
perturbations remain a practical evasion path. This reinforces the need for semantic 
reasoning, transformation-aware testing, and defence-in-depth validation. 
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Figure 4: Increase in false-negative rate (∆FN) by transformation family with 95% 
conϐidence intervals. 

 

Figure 5: Regression-event counts (detected → missed) across transformation families. 

 

7.4 Additional Graphical Views  

To provide additional visual evidence beyond the attack-success plot, we include three 
supplementary graphs derived from the ablation statistics. Figures 4–6 reinforce the 
same ordering seen in Table 4: dead-code injection and control-ϐlow obfuscation 
dominate both absolute regression counts and effect size, while identiϐier renaming has 
comparatively lower impact. 
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Figure 6: Relationship between attack success rate and ∆FN effect size across 
transformations. 

8 Discussion  

The evaluation exposes a central limitation in many current auditing stacks: detection 
quality drops when attackers alter representations without changing behavior. The issue 
is particularly relevant for AI-assisted pipelines that may overϐit dataset-speciϐic or 
stylistic cues.  

A more robust next-generation architecture should combine:  

• semantics-focused analysis,  
• adversarial lying/evaluation, augmented train 
• formal-veriϐication checkpoints for high-risk logic.  

Combining these elements can improve robust ness, reduce false assurance, and better 
align automated auditing with realistic attacker behavior. 

8.1 Threats to Validity 

This study has four main validity threats. First, tool coverage is limited to representative 
analyzers, so robustness behavior may differ for other engines. Second, our 
transformation families are designed to preserve semantics, but practical equivalence can 
still depend on compiler and runtime details. Third, the current empirical benchmark 
covers code and prompt perturbations but does not yet instantiate knowledge base 
poisoning scenarios end-to-end. Fourth, the results emphasize robustness trends; 
broader multi-dataset benchmarking with formal statis tical testing would improve 
external validity. 

9 Conclusion 

This paper presents a robustness-focused framework for evaluating AI-assisted smart 
contract auditing under adversarial input manipulation. We deϐine a practical multi-
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surface threat model, build a transformation-based dataset, and measure analyzer 
behavior under semantics preserving perturbations. 

Our empirical results show reduced vulnerability-detection effectiveness under 
adversarial rewrites, driven mainly by higher miss rates on transformed contracts. These 
ϐindings support auditing workϐlows that prioritize semantic consistency, adversarial 
testing, and veriϐication-backed assurance.  

Future work will expand dataset coverage, strengthen semantic-equivalence checks, 
instantiate knowledge-base poisoning benchmarks, and evaluate robustness-aware 
training protocols for AI-driven auditing systems. 

Data Availability  

The transformed-contract dataset (240 originals + 1200 transformed variants), 
transformation manifest, per-sample analyzer outcomes, normalized decision labels, and 
derived summary artifacts are available from the corresponding author on reasonable 
request. These materials support reconstruction of the original/transformed pairs and 
reproduction of the aggregate tables and ϐigures reported in this manuscript. 

Code Availability  

The transformation and evaluation scripts used in this study are available for academic 
use on reasonable request. The implementation includes transformation-generation 
scripts, analyzer wrappers, output-normalization logic, metric and conϐidence-interval 
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